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Job Description

Senior Network Engineer (Harrow)
Title of Post:

Senior Network Engineer (Harrow)
Section:

IT Services
Reporting to:

Head of IT Services
Hours:


36 hours per week, 52 weeks per year 
Grade:


Harmonised Scale pt 41 to 45
Purpose of Job: 


1. To represent the Head of IT Services covering Harrow College business.

2. To Manage the Disaster Recovery, backup and restore processes for all systems.

3. The Management of all aspects of the College IT network infrastructure and system development.

4. Management of all third line support systems
Key Responsibilities
5. The principle responsibilities are as described below but are not limited to this list:
a. To fully support in all tasks, and in the event of absence, to deputise for the Head of IT Services at Harrow.
b. Supervise IT Technicians on day to day operations. 

c. Maintain and develop colleges wired and wireless network infrastructure, including firewalls, routers and switches.

d. Support the design, development, implementation and maintenance of all aspects of the college network. (Multi-domain windows server environment) including associated technologies.

e. Ensuring hardware and software security of network and computers including practical knowledge of firewalls and anti-virus.

f. Support the timely replacement of hardware and upgrade of systems (subject to any financial constraints) to ensure continued efficient functionality of the network.

g. Support Design implementation and maintenance of college DR (disaster recovery) systems including backups and restoration. 

h. Develop and Support systems integrations, automated processes.

i. Responsible for the compilation and periodic review of operational documentation and assist in ensuring relevant IT policies are kept up to date

j. Support the College’s sustainability initiative by selecting energy efficient technology/solutions where feasible.

General Duties/Other
6. Additional duties and tasks are not necessarily limited to this list:

a. To promote the efficiency and effectiveness of the IT Services Team and contribute to the College’s commitment to outstanding quality

b. Contribute to the management of students throughout the College, in a manner commensurate with position. This will require visits to off-site locations

c. To participate in a programme of personal staff development, staff conferences and appraisal system, appropriate to both individual and College needs

d. To support the ethos of Harrow College, its mission, values and strategic objectives, and marketing and recruitment activities

e. To participate fully in the development of effective teams throughout the College

f. To implement the College’s health and safety policies and practices 

g. To maintain the highest standards in accordance with the policies of the Corporation, including the College’s Equality and Diversity policies, and work actively to overcome discrimination on grounds of all protected characteristics 

h. To participate in Open Evenings, Parent/Student Consultation Evenings and other College events if required

i. To support the College’s commitment to safeguarding and promoting the welfare of children, young adults and vulnerable adults.

j. To assist with the promotion, supervision management and administration of such College activities as may be required from time to time.   In particular to support the enrolment activities of the College at busy periods. This will require some evening and potentially Saturday duties 
k. Carry out any other such duties as may reasonably be required.
Further Education is an ever-changing service and all staff are expected to participate constructively in College activities and to adopt a flexible approach to their work. This job description will be reviewed annually during the appraisal process and will be varied in the light of the business needs of the College.

Senior Network Engineer (Harrow)
Person Specification

	
	Essential
	Desirable
	How Assessed*



	1 Qualifications


	
	
	

	· ‘A’ level or other appropriate professional qualification 
	(
	
	AF/Cert

	· Relevant professional IT qualifications e.g. Microsoft, Cisco 
	(
	
	AF/Cert, IV

	· Extensive experience of supporting IT networks in a Further Education environment (or)  MCITP Server Administrator
	
	(
	AF, IV

	2 Knowledge, Skills and Experience


	
	
	

	· Minimum 5 years IT experience 
	(
	
	AF, IV

	· An ability to plan, prioritise and meet deadlines
	(
	
	AF, IV

	· Good standard of numeracy and literacy
	(
	
	AF, IV

	· Networking Hardware, including implementation configuration and support of Wi-Fi, LAN and WAN.
	(
	
	AF, IV

	· Server, VMWare, desktop application installation , deployment and support
	(
	
	AF

	· Scripting and automated application deployment (SSCM) 
	(
	
	AF, IV

	· Windows Server, Windows desktop system administration
	(
	
	AF, IV

	· Multi-domain Microsoft Active Directory and Group Policy administration
	(
	
	AF, IV

	· Microsoft Exchange 2010 configuration and support
	(
	
	AF, IV

	· IIS, DNS, DHCP, file and print, TMG Proxy.
	(
	
	AF, IV

	· Maintaining a substantial wireless network and associated technologies.
	(
	
	AF, IV

	· Multi-domain Windows network, VLANs, WAN and SAN.
	(
	
	AF, IV

	· Automated application deployment tools e.g. SCCM, WDS
	(
	
	AF, IV

	· Data Communications (routers, switches, VoIP)
	(
	
	AF, IV

	· Wi-Fi installation and management. 
	(
	
	AF, IV

	· Databases, ideally MS SQL
	(
	
	AF, IV

	· Administration and support of Microsoft Server and Windows desktops
	(
	
	AF, IV

	· Exchange, backup and anti-virus
	(
	
	AF, IV

	· Firewalls and network security
	(
	
	AF, IV

	· VMWare, Hyper-V Clustering and virtual machines
	(
	
	AF, IV

	· Strong analytical skills
	(
	
	AF, IV                                                                                                             

	· Project management skills
	
	(
	AF, IV


	3 Communications
	
	
	

	· Read, write and understand technical English and computer manuals
	(
	
	IV

	· Explain technical computing concepts/functions to non-technical personnel
	(
	
	IV

	· Produce clear and concise written processes and procedures
	(
	
	IV

	· Produce documentation to record incidents, changes & problems
	(
	
	IV

	4 Personal Attributes


	
	
	

	· A commitment to student success and inclusive education.
	(
	
	IV

	· An enthusiastic and positive manner 
	(
	
	IV

	· Ability to work both on own initiative and as part of a team
	(
	
	AF/IV

	· Able to communicate effectively across all levels of users
	(
	
	AF/IV

	· Self-motivated
	(
	
	AF/IV

	· Ability to work under pressure and keep to strict deadlines and meet SLAs
	(
	
	IV

	· Flexible attitude to work and acceptance of regular change
	(
	
	IV

	· A creative and innovative approach to problem solving.
	(
	
	IV

	· Attention to detail
	(
	
	AF, IV

	· A commitment to personal and professional development
	(
	
	IV

	· A Commitment to Equal Opportunities
	(
	
	IV


Evidence of criteria will be established from:

AF = Application Form

IV = Interview

Cert = Certificates checked on induction

Test = Literacy / Numeracy Test
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